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Performance of TEEs is an open challenge
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Joins are ubiquitous and expensive

e Eightjoin operators in TPC-H Q2
e Two orders of magnitude worse in TEEs
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We benchmark all families of join algorithms

hash-based
PSM
sort-merge
=
€
Q]
L
radix-based RHO
nested-based

[1] Barber et al., Memory-efficient hash joins, PVLDB 2014

Join Algorithm

Concise Hash Table [1]

Parallel Hash Table [2]

Parallel Sort-Merge

Multi-Way Sort-Merge [3]

Radix Hash Table [3]

Radix Hash Optimized [4]

Radix Sort-Merge

Index Nested Loop

[2] Blanas et al., Design and evaluation of main memory hash join algorithms for multi-core CPUs, SIGMOD 2011

[3] Balkesen et al., SMulti-Core, Main-Memory Joins: Sort vs. Hash Revisited, PVLDB 2014

[4] Balkesen et al., Main-memory hash joins on multi-core CPUSs: Tuning to the underlying hardware, ICDE 2013



TeeBench is a fair referee for enclave benchmarks "E
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Hardware Counters
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Lesson 1: Fit your data structures into EPC
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Multi-threading

Lesson 2: Mutex is the new bottleneck

Now:

multi-threading can be a
performance bottleneck
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[ Data Encryption

Lesson 3: Use less memory during data encryption '

Data encryption in chunks Performance of encryption and materialization
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Hardware Spectrum

Lesson 4: More throughput is not always better
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Lesson 4: More throughput is not always better
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Summary

The results trail the blaze for future research
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We call for TEE-native algorithms

LY

:Q: Takeaways

[ TEEs can protect data in-use in cloud DBs ]

[ Existing join algorithms do not fit TEEs ]

[ We need TEE-native solutions ]

The future is )
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